T WoE | Vol.37 No.4
2021 =4 H Journal of Fujian Computer Apr. 2021

=R MG B R G RV E R B
(hm g TR R M5 S i 5 # 0 AR 350108)

O 4ET, ROEERE B O O E R FE  Be E BEALRE ar ASC UMK TR B B RGN B, MR G Ak
A S AHE, SR SSL ENE SAR SR HEMK AL, AR T R Y G BR B AR R SRV, RIS X R —
AR R A X S5l 1 O P 0 Se AT T R, DA A P B 2 1 AR AR L S B R 5

A B i MEEEERSE R eSg Ry

FEESHS  TP393.092 DOI:10.16707/j.cnki.fjpc.2021.04.006

Research on the Construction of Website Group System in Colleges and
Universities
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Abstract The construction of website group has become an important part of the current digital campus
construction. Taking the website group system of Fujian Institute of Technology as an example, this paper
discusses the key technologies and related specifications of the university website group from the perspective of
the overall deployment structure, reverse proxy, load balancing, SSL unloading and related control strategies of
the system. In addition, this paper also looks forward to the application prospect of the next generation of
financial media website group. this paper can provide reference for the construction of university website group.
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G2 Web IR 55 #5% 22 18] (1 368 45 18 i
HTTP 03, BIi% 3K Crequest) 4R SCAI 5 (response)
R A HIAZ H. e HTTP B s 2 Z AR (1)
{5 FH B SCHEAT D SR AR A0 IR 45 28 A1 RIS, RAHE R
BTN, WABAREREE =7 5i0r. (2) KLiE
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4.1 NginxfIEBESHLE

Web JIR55 %8 XHEFR N WWW . JIR55 3580 HTTP
45 3%, FEIBAT MR AT Web B 25 2% . H 2T
RESEHBE Web NH,  FFHRAEF P I 0 5030 B iR 55
HArERM Web fik55 #3645 Apache. Lighttpd.
Tomcat. Microsoft 1S 1 Nginx &5,

Horr, Nginx 158 —#mtE RE R Web Ji7 25430,
W I T EAN R A ACBEAR A — S, e Pl
BCHE SSL/TLS iEHse M B https V7 1a], AHELT
Apache BA B R BB RIE PATHEW S
e [FRFH T RROS KER . SUHESE

HAS T, 0 NginX 5 T SEBLah A1 R A 515 K
17385, AR i A BEEURE NginX _EBUBnERf#
Brod L, PR T Xl B R G A 5 oK

HREHT

Kl 3 HTTPS I8 15 it AR A

IR 3 5 22 45 1) nginx.conf BC B SO0 R s :
upstream webplus {
Server *** **x ik k80,
Server *** F*x ik k80,
Server *** *x xxk **-8():
ip_hash;
}

log_format webplus ‘$remote_addr - $remote_user [$t
ime_local] "$ssl_protocol/$ssl_cipher" "$request™’
“"$status” $hody bytes sent "$http_referer"”

$http_user_agent™ "$http_x_forwarded_for" $upstre
am_addr $upstream_response_time’;

server {
listen 443 ssl http2;
server_name *.fjut.edu.cn;

access_log /var/log/nginx/fjut.edu.cn.log webplus;

ssl_certificate {usr/local/openresty/nginx/
conf/ssl-cert/fjut.edu.cn.crt;

ssl_certificate_key {usr/local/openresty/ngin
x/conf/ssl-cert/fjut.edu.cn.key;

location / {

proxy_pass http://webplus;

proxy_set_header Host $http_host;

proxy_set header X-Real-IP  $remote_addr;

proxy_set_header X-Forwarded-For $proxy_add
_x_forwarded_for;

}
error_page 500 502 503 504 /50x.html;
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location = /50x.html {
root html;

Horbr, upstream T s AR A2 R 5 A R % K
AR 5545 1P bk, X FERISTEL T ka8 H% %
ZR A 2 AR R - ssl_certificate HH 45 %€ 1) crt SCAF
N CA iES, ssl_certificate_key H145 & ) key A4
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Internet Engineering Task Force, IETF) KA | Her
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Fr 1 #E TLS1.3 ¥, AfE U HTTPS X CPU/
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SSL/TLS EPEHAR, 3 M7 s 25 SE 5 IR 55 4%
EHREB IR Th6E . SSLTLS iEH S ZHC B 40 R -
# SSL Settings

#t

ssl_protocols TLSv1 TLSv1.1 TLSv1.2 TLSv1.3;#
Dropping SSLv3, ref: POODLE
ssl_prefer_server_ciphers on;

ssl_session_cache shared:SSL:5m;
ssl_session_timeout 30m;

ssl_ciphers

SSL/TLS I EZERAA W T JUA: (1)
T FEIR S5 AR BE, PR T RG-S k. (2
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